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Objective of the Conference

“To find ways to enhance the tools that our organisations have available for
crisis response and management.”

1 Introduction

The conference gathered a diverse group of experts on humanitarian emergencies and peace support operations. Some
were specialised in utilising information and communication technology for varied and complex crisis situations. Others
were members of the business community; communications and information technology (ICT) developers and vendors.
The seminar aimed to find practical means to improve coordination and information sharing between different
organisations, including the interoperability of communication and IT-systems. Meeting user requirements in a
globalising and highly complex crisis management environment can be facilitated through an effective liaison between
the crisis management community and the business community.

1.1 Conference Organisation

The conference was organised jointly by the Crisis Management Initiative (CMI) and Object Management Group (OMG).
CMI is an independent non-governmental actor whose aim is to respond to new security challenges. OMG is an open
membership, non-profit consortium that produces and maintains computer industry specifications for interoperable
enterprise applications.

1.2 Context for the Conference

Integrated ICT systems, designed to support decision-making and communication in multilateral peace support
operations, are an important tool. Crisis management involves the activities of a great number of agents confronting the
same problems but lacking shared or consistent knowledge, coordination or communications technology or a common
user culture. As a consequence, different organisations work wastefully on the same problems, plan and take decisions
without consulting other organisations and without access to up-to-date or adequate knowledge. Although competition
between organisations is a normal part of life, the real challenge is to overcome these difficulties by understanding the
requirements of each stakeholder. To do this a thorough understanding of the behavioural tendencies of collaborative
crisis management responses and the political constraints is essential to identifying the means by which improved ICT
standardisation can strengthen collaborative crisis management action.



2 Executive Summary
The conference was organised in four parts:

Session One:  What is the current state of crisis management and what are the challenges for organisations
involved?

Session Two:  Managerial questions in field operations.
Session Three: A review of examples of the use of ICT-systems and tools in different crisis situations.

Session Four:  Working groups to propose practical steps to improve civil-military coordination and to discuss
organisations’ IT needs and requirements.

Today’s crisis management environment is complex and diverse. Many recent examples of this have demonstrated the
requirement for facilitative and adaptive mechanisms, which can be used by a wide range of actors. To prescribe ICT
architecture prematurely is to limit the effectiveness of coordinated operational response and hinder the desired
objective of a sustainable and stable end state. The case studies presented in the seminar illustrated the wide range of
needs, and the necessity to take a view from a neutral perspective that identifies the management response and
requirements from the beginning of a crisis. The key question is: who needs to talk to whom, and why?

The aim of the conference and sessions was to break down the artificial borders between governmental and non-
governmental sectors, civilian and military organisations and public and private sectors, and forge co-operation between
them in developing the use of ICT in crisis response and management.

Significant efforts have been mounted by various organisations to make their crisis response capability more timely and
effective. The use of the latest information technology has expanded rapidly within organisations. Crisis management
organisations already have a number of commercially available groupware systems at their disposal. Naturally, these
organisations use these systems in field operations. Collectively, however, this has resulted in inter-operability problems.

The solution is to harness the same integration technologies used by commercial organisations worldwide. From this
point the appropriate “off the shelf’ equipment is relatively straightforward to configure and deliver.

This solution must come from an international partnership, and needs to focus on:

e Requirements process to scope and define needs and priorities for IT integration for coalition partners in
international crisis response and management situations;

¢ An international organisation to support rapid prototyping and trial systems to provide IT integration techniques
for coalition partner IT support organisations;

¢ An International standards process to define norms for IT interoperability in crisis management situations,
driven by both users (NGOs, national- and international-bodies, IT organisations) and vendors to those users.

Such a partnership would result in standardisation around technology specifications that are available in commercial
solutions and have been proven in the field, resulting in much higher interoperability between coalition partners.

The Information Technology and Crisis Management, (ITCM) programme and OMG’s C4| Task Force provide this
solution; however, an International Executive Advisory Board, dedicated to the fostering of both the ITCM programme
and OMG'’s C4l Task Force, is necessary to ensure that needs and priorities are set correctly for both organisations.



3 International Crisis Management Environment

After the end of the Cold War the nature of peacekeeping and the means of managing crisis situations have been
profoundly transformed. The conflict resolution capabilities of international organizations such as the UN, the OSCE and
the EU, as well as of relevant NGOs, have been challenged by the proliferation and complexity of contemporary
conflicts. A majority of these are of an intra-state rather than international nature, and involve systematic violations of
human rights and of international humanitarian law, collapsed state structures, and political mobilisation based on ethnic
and religious identities. These developments have fundamentally changed the role of the international community.
Previously core tasks of monitoring and advising have been largely supplanted by executive mandates, such as in East
Timor and Kosovo.

The ‘classical’ form of UN peacekeeping mission arguably helped only to freeze a situation. In new paradigms however,
for example in Namibia, the UN operation was deeply involved in the process of change, peace-building and national
reconciliation. In such examples, peacemaking and peacekeeping were in the same hands. Complex international peace
support operations with active UN mandates have taken place in locations such as Mozambique, Macedonia, Croatia
and East Timor. These have been the test of the new political environment and mandates to secure peace within them.

Increased role of regional organisations

During the last decade the involvement of regional organisations in conflict prevention, crisis response and post conflict
reconstruction has increased considerably, particularly in Europe. NATO has begun crisis management operations in
Bosnia and Herzegovina and elsewhere in SE Europe. The Organization for Security and Co-operation in Europe
(OSCE) has established over twenty field missions and presences in the Balkans, Central Asia and Caucasus. The
European Union will deploy its first field mission and replace the UN's International Police Task Force (IPTF) by the EU
Police Mission in Bosnia and Herzegovina in January 2003. African regional organisations, such as ECOWAS and OAU
are involved in solving some crisis in their regions.

There has been a growth of understanding among organisations of each other's mandate and activities. The critical
output has been the comprehension of the need to co-operate to achieve optimal results. However, there are still far too
many examples of inter-agency and inter-entity rivalry in the field impeding progress and exacerbating what is often an
already negative perception of the international operation on the part of the local population. Overlapping mandates
often result in tensions and the ability of a multi-faceted operation to function on the ground is frequently determined by
the quality of the personnel and the leadership on the ground, rather than by contingency plans or formulae for
cooperation. This is equally the case for the different specialised agencies as it is for the military and civilian components
of an operation.

Increased demand for civil military co-operation and interoperability

Crisis management can include both military and civilian tasks and the corresponding actors. Often two or more
fundamentally different operations must be carried out in parallel. Military crisis management is usually necessary in
order to end hostilities and to restore peace and security on the ground. The primary aim of peacekeeping operations is
to prevent violence and to create basic conditions for communities to function properly again. In recent crises,
peacekeeping operations have focused particularly on the protection of civilians. They are also often designed to ensure
that humanitarian aid intended for civilians reaches its target.

At the same time, the demand for civilian crisis management has increased. A central task is to support democracy and
strengthen the rule of law. In many cases, this involves down-to-earth practical work on the ground. For instance, a
stable society needs a well-functioning local police force. Without the concrete help of international civilian police officers
this is often impossible. A solid local government is essential for the society to recover.

This mixture of civilian and military, preventive and conflict and post-conflict crisis management tasks presents a
multifaceted and complex task challenge. There can be a tendency by the military component of an operation to see
peace support operations as war scaled down, with consequences, which may include excessive focus on domination
through superior force to minimise risks to troops, limit tasks and shape a subsequent exit strategy. Equally, when
civilian organisations are involved, this kind of operation can been perceived as foreign and security policy scaled up, or



process bureaucracy extended into a new field. This can exacerbate the difficulty in meeting the minimum standards of
rapid reaction, rapid resource flow.

One of the key challenges in the field is the fact that so many different players are necessarily involved - the UN, its
specialised agencies, regional organisations, NGOs and so on. The imperative of coherent action in the civilian world is
often much more difficult to achieve than that in peacekeeping operations which operate under a unified command.
Modern information technology, common standards and interoperability could usefully be applied here in order to
facilitate communication and co-ordination for optimal results.

New security threats

The processes of globalisation and interdependence are multiplying both the numbers of participants and permutations
of the crisis management constituency. This is altering notions of accountability, transparency and responsibility. Current
day crisis management response must adapt to these ever more complex demands whilst recognising the shifting
realities in a globalising world that is faltering in the shadow of September 11. Recent events urge us to acknowledge
that new threats to international peace and security such as in the form of trans-national terrorism, destabilizing cross-
border refugee flows, organised crime and narco-trafficking cannot be seen in isolation from some of the “old types” of
conflict that have been left to fester.

There are many examples in the contemporary global crisis management environment that highlight the inadequacy of
responding to the symptoms without addressing the substance. Every crisis situation demands its own particular remedy,
which takes account of all the relevant circumstances. There is no ‘one size fits all’ in peacekeeping or international crisis
management.

Basic preconditions for an effective response

Conflict prevention and crisis management are crucial elements in enhancing international security, in an appropriate
legal framework to act. The crisis management capability of the international community should be of such quality and
effectiveness that evolving crises can be resolved quickly and prevented from spreading. The aim must be to minimize
human suffering and economic loss.

In order to be effective, crisis management requires quick decisions and coherent action at all levels. The situations on
the ground are often extremely complex and volatile and can change rapidly without warning. A coherent and co-
ordinated reaction can only be based on accurate information that must be produced and transmitted with speed and
precision. Innovative ways and means to respond to crisis situations as well as appropriate technological tools are
essential.

The essence of international collaboration lies in the principle that in response to crises, each country should contribute
according to its capabilities and fields of competence. The key to policy at present is to combine two areas: firstly, the
need for multinational cooperation in the crisis management; and secondly, the need to focus on areas of specialisation.
Additionally, establishing interaction to encourage political leadership through the exchange of information is also a
crucial aspect - permanent interaction between theory and practice.

Experience from recent crisis situations dictates the need to adopt a fairly broad overall concept when preparing for crisis
prevention and management. Crises occur not only between but also within individual countries, often involving an ethnic
dimension. A wide range of means must be available to put an end to hostilities and restore conditions of peace, but also
to create trust between parties and to begin the rebuilding of a functioning society.

In the contemporary arena it should be noted that all stakeholders dealing with crisis management situations, and pre-
empting future crises, are better equipped than ever to deal with such situations, but coordination can still improve
greatly. The pre-emptive UN peacekeeping force in 1993 in Macedonia was noted in this regard as an example of the
international community acting in cohesion. However, more generically, there is deep concern that there is more
attention given to the symptoms of crisis at the expense of their substance. The cycle of poverty, dictatorship,
hopelessness, alienation and terrorism in much of the world remains the responsibility of the international community to
pre-empt, by deeper understanding of the circumstances in which they arise.



4 Examples of diversity and need for inter-operability

The seminar discussed several examples of the differing requirements for the crisis management environment. Each
case highlighted different perspectives and priorities according to circumstances and mandate. The examples
demonstrated clearly that the effectiveness of crisis response operations is largely dependent on interoperability
between organisations, processes, and technologies in the field. Interestingly they all highlighted the issue that there is
plenty of information and the technology exists to transmit, but the central function lies in communication. Development
of capabilities requires (1) harmonisation of requirements, (2) readiness to compromise and (3) active participation of all
actors. Mechanisms to do this already exist in the military. As to civilian crisis management, mechanisms are in the
process of being created.

The following case studies were presented:

Office for the Co-ordination of Humanitarian Affairs of the United Nations
An operational deployment (FITTEST)

A policy analysis and advisory function (LLA)

A complex post-conflict implementation process (PLIP)

National Disaster Management in the US

Perhaps the best example of the complexity and diversity of today's crisis management environment could be seen in
the recent earthquake in Afghanistan where the crisis response teams and emergency services (national and
international) had to undertake the response in challenging topographical circumstances, in winter and in a country with
a collapsed infrastructure and in a hostile political and security environment.

41 The Office for the Co-ordination of Humanitarian Affairs of the UN

The United Nations Office for the Co-ordination of Humanitarian Affairs (OCHA) has the mandate to facilitate co-
operation between the many partners working on the alleviation of human suffering.

The priority for crisis management situations, whatever the sophistication of the ICT, was to be able to communicate as
quickly, accurately and securely as possible. Communications should not be entirely reliant on ICT but should be the
primary driver in operations of humanitarian assistance and be simply able to supply the right information to the right
place at the right time.

Communications depend on co-operation, on compatibility through common standards. Without agreement on common
language and terminology, even inter-personal, verbal inter-action cannot work, not to mention the intricacies resulting
from the need to share resources such as a frequency spectrum or public networks. In increasingly complex
humanitarian operations, such as Afghanistan and Central Asia, the success of such operations depends on the
teamwork of many institutions. This, in turn, stems from a joint position concerning the environment in which
communications in the service of humanitarian assistance take place.

Standardisation is a critical area for ITCM. This depends not only on the good intentions of the creators of new and
advanced technologies, but on the appropriateness and, most of all, the affordability of the latter. The inter-operability by
application of common standards depends not only on agreement among telecommunications experts and managers,
but often requires administrative, financial management decisions. The creation of more awareness of the role of IT in
crisis management, and thus also for the need to allocate sufficient resources to the respective units in each institution is
a priority of the common work in the Working Group on Emergency Telecommunications (WGET) and related inter-
agency mechanisms. The recognition of the needs of the "humanitarian community" in respect to the un-hindered use of
appropriate communication tools will greatly benefit from the entry into force of the Tampere Convention, but this entry
into force requires 16 more ratifications from among the 54 signatories or other States before 21 June 2003.



4.2 World Food Programme: Afghanistan

WEFP has 2600 staff feeding 77 million people a year in 82 countries, using 4.2 million tons of food with massive logistical
requirements. WFP has a global technical team, FITTEST, utilised as an intervention team. It is on 24 hours notice to
move. They have about 3 million dollars of ICT equipment that can deploy anywhere in the world for large-scale complex
projects or emergencies. In Afghanistan, the first plane carried the security officer who did the two-hour assessment
before the agency representatives flew in on the second plane, three days after the fall of Kabul. The plane with the ICT
equipment was the fourth to arrive. The situation was a typical post-conflict situation, destroyed infrastructure, remains of
all kinds of military, remains of all kinds of generations of war and the UN in-between.

The mandate was to both support the peace operation itself, and coordinate ICT and humanitarian agencies. In order of
priority, the first was to ensure communications within one operational area, in this case the boundaries of the town,
using handset communications. They used low-tech, long-range communication means through HF radio. They also
provided data via HF communications and developed an e-mail system run over the HF radio at 10 kilobytes per minute.
This was the main data communication system in Afghanistan and was the first time portable satellite communications
were used. Overall, the implementation was low-tech and low-cost. For inter-agency coordination the HF radio systems
were redesigned but different call signs, calling systems and different frequencies made this difficult.

The lessons from Afghanistan were that ‘fast is good’. Fast deployment means that much more can be realized. In an
emergency, communication teams have to be the first deployed because they must secure the sites immediately. In a
crisis environment, the ability to get such things as licences is easier as governments will quite often provide anything at
their disposal at the early stages. The main needs of ICT in these kinds of environments are very simple and really come
down to needing handheld HF radios, but technical knowledge is very important. Most of the agencies do not have e-
mail to communicate. Most of them do not have satellite phones to communicate. Thus what is needed is a common
denominator, and radios with appropriate structures can help provide that before anything else occurs. The real
requirement for inter-operability is at the deep field level, neither at the headquarters level, nor at a European or US
level.

43 The Lessons Learned and Analysis unit in Kosovo

The UN Interim Administration Mission in Kosovo (UNMIK) is engaged in an ambitious, comprehensive and, for the time
being, open-ended mission which entails both the interim governance of Kosovo and the development of domestic
institutions to take progressive responsibility for the functions of government. There are no recent precedents for an
institution-building mission of this scale and complexity. The Lessons Learned and Analysis Unit is an innovation of the
EU Pillar of UNMIK in Kosovo in cooperation with the European Stability Initiative (ESI), the South Eastern Europe think-
tank. Its goals are to carry out research and analysis of the challenges of institution-building and development in Kosovo,
to gather best practices from around the world for use in Kosovo, to capture the lessons of Kosovo for use in other
contexts, and to contribute to the development of international expertise in this vital area of international endeavours.

The particular role and function that the LLA fulfils is one that is becoming increasing important; that of critical policy
input and analysis. For these purposes this ad hoc operation should be fully integrated into the institutional and
operational structures of the crisis response structures. The temptation is to see inter-operability only in terms of
management of operational units (humanitarian, medical, etc) however the LLA illustrates the need for policy functions to
be integrated and filly inter-operable so that key decision makers at all levels are appraised of the necessary information.

4.4 The Property Law Implementation Plan

The Property Law Implementation Plan (PLIP) represents an example of a highly complex property return process aimed
to overcome the obstacles, both political and practical, impeding the return of Displaced Persons and Refugees
throughout Bosnia Herzegovina. This entailed the systematic return of all property to pre-war owner and occupancy right
holders, through collaborative policy implementation between the OSCE, UNHCR, UNMIBH, OHR and CRPC throughout
BiH. To aid this process a highly complex transfer of information was required between domestic administrative organs,
with assistance from the international community. This facilitated the significant reduction of what became known as
double occupancy, thus freeing up housing space to be returned to rightful owners/occupancy right holders.



Critical to the success of PLIP was the ability of the respective agencies of the PLIP to benchmark progress through the
monitoring of developments in the claims and repossession processes. This was done through the standardisation of
statistics measuring claims against repossessions, involving intensive inter-agency co-ordination of information flows.
The successful achievement of this collaborative effort was critical to the successful standardisation of procedures and
consequent de-politicalisation of the property return process. The model offers insights into how successful collaborative
International Community crisis responses can operate. The importance of the definition of a common objective was
critical to reducing the inter-agency pressures resulting from mandatory overlap and competing justifications for budgets
between organisations. Additionally it assisted substantially in the division of labour and responsibiliies therefore
clarifying user requirements. Whilst not wholly resolving the refugee return process in BiH it removed what was probably
the single most serious obstacle. It may yet be seen to be the single most effective international intervention in post-
Dayton BiH. It illustrates the nature of future International interventions that must continue to improve in their
effectiveness.

4.5, National Disaster Management in the US

In the US, there is a belief that there is little different in the functionality required to respond to natural disasters and
man-made disasters, although their may be some differences during the consequence management stages. In
examining the needs of crisis response organizations at the local level, it can be seen that much of what is learned there
is applicable to peace support operations as well. Additionally, many of the challenges between the organisations
involved in local response and peace support operations are similar and we can all benefit by working together to
address these common interoperability problems faced in national emergencies and crisis management field operations.
The functionality and the opportunities for standardisation are identical, the differences lie in the different levels of
aggregation of the data and the scale of the operations. There are the everyday emergency management problems
faced by fire departments/brigades, police, emergency medical personnel, etc. (commonly referred to as "“first
responders” in the USA). The functional differences among these organisations differ little from country to country and
event to event. A police force trying to reestablish control in a village in Kosovo is no different functionally from a police
force in Japan trying to reestablish control after an earthquake, a major city anywhere in the world after a major civil
disturbance, such as a riot, or the simple country gendarm that relies on his ability to get help from neighboring
jurisdictions when there is trouble.

In United States the Homeland Security programme aims to improve the information systems used for crisis planning,
prevention, response, and recovery in national emergencies. A key obstacle is that sharing of information about the
effected area is rarely possible among jurisdictions at any level, and particularly between levels of jurisdiction. However,
response operations assets and recovery aid to disasters (man-made or natural) may come from far outside the effected
jurisdiction. Therefore, the Homeland Security programme will need to focus on improving security interoperability in a
multi-enclave environment, cross-jurisdictional collaborative planning tools, situation awareness along jurisdictional
boundaries and incident management for cross-jurisdictional operations as well as modeling, simulation and planning
collaboration for cross-jurisdictional operations. Furthermore, new knowledge-based tools to broker services and
integrate responses and virtually integrate information resources will need to be developed. These will be based on
standardised metadata for services and information resources.

The aim is a “digital nervous system” for a unified Homeland Security system linking national governments to
local/municipal governments, NGOs and international actors. The system will support collaboration and sharing of
information resources among and within all echelons, as well as sharing of information services.

5 The Institutional Perspective: ICT as a tool in crisis management and information management

In any crisis management situation, the critical factor in making timely, appropriate decisions is to have the benefit of the
optimum amount of quality information. This information may come from a variety of sources that need to be integrated
in an information system that is appropriate for the environment in which it is operating.

Investment in information technology developments in the last decade have radically transformed the way organisations

operate. The challenges of technology now are related less to capacity than to the effective management of technology
and its appropriate application, including:
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247 operational capability

design, securing and implementation in reliable operational environments
ensuring business continuity

ease of understanding and application

There is already more than enough capacity, and infrastructure is relatively inexpensive, at least compared to the
industrial world. However institutions still operate through business processes established before the information age.
Vast amounts of information are stored on electronic media and exchanged over the Internet or intranets. But the main
point is that the processes which allow this to be turned into useful information and intelligence are still very much in their
infancy — most organisations do not know what they know. The technology to share information is there, but business
drivers of knowledge sharing are still immature.

Purchasing goods or paying people is relatively easy these days, but transforming data into intelligence is a business
function that is much more complex, qualitative and requiring a high degree of sophisticated human thinking. The
challenge is of information management, not of technology. The trust and drive for this must come from information
owners and information users.

5.1 The United Nations perspective

The political context for international action determines the nature of the UN’s response to conflicts, just as much, if not
more so, than the nature of the conflicts themselves. Ethnic strife, confessional politics, religious division, greed and
grievance, bad governance, inequities in the allocation of scarce resources, corruption and/or the quest for power will
continue to fan the fires of the third millennium’s conflicts.

In the last year the United Nations has been involved in trying to help mitigate or resolve more than 30 different conflicts
worldwide. In a number of these cases, the UN’s conflict management role has been primarily restricted to discrete
diplomatic efforts by the Secretary-General himself, whilst in others, he has dispatched Special Envoys to support
regional and sub-regional efforts to resolve civil conflicts. The most visible and high profile form of UN involvement is
evidenced in the deployment of 15 peacekeeping operations around the world, with total annual budgets hovering
between $2 - 3 billion.

The key question is: does the nature of the conflict dictate the response? The end of the Cold War afforded the
international community the opportunity to bring peacekeeping treatment to bear on a number of proxy wars. The
internal conflicts in Cambodia, El Salvador and Mozambique were not new. What was new was the ability of former Cold
War adversaries to forge consensus in the Security Council on the need to end those wars - the opportunity for peace.
What was also new was their unity of vision that the UN should create that avenue for peace.

The Security Council is now more ready to enlarge the scale and scope of the operations’ mandated tasks, and Member
States’ willingness to provide them with the political, financial, material and personnel support to do so. The new
generation of peacekeepers thus facilitated the disarmament, demobilization and reintegration of former combatants into
civilian life, conducted elections, monitored human rights and developed national human rights institutions. They
engaged in monitoring and restructuring of police forces, and were given a prominent role in fostering good governance
and economic recovery.

The challenge for the UN is twofold: firstly to retain the requisite commitment and support of governments; and secondly
and in parallel, to be able to turn to the private sector to help sustain a rapid deployment capacity and to maximize the
output of limited resources by leveraging them with modern technology.

The challenge is compounded by the fact that establishing the proper security environment quickly is of no use, unless it
is capitalised upon, with the urgent delivery of the requisite humanitarian, developmental, human rights and economic
assistance. For example, social services may need to be restored, rule of law institutions might need to be strengthened,
agricultural production may need to be rejuvenated, and water and electric-supply restored. Jobs will need to be created
to provide a viable economic alternative to crime or war. The need is often urgent to re-establish methods of
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disseminating information to war-affected populations. Governmental structures at the local, regional and national level
need to be repaired, and sometimes created afresh to sustain genuine national peace.

The entire family of United Nations departments, agencies, funds and programmes need to be able to work together. It
means cooperating with regional and sub-regional organisations to identify tasks for which they might be better suited. It
entails cooperating with non-governmental organisations and International Financial Institutions on both short-term
recovery and the initiation of long-term reconstruction. When the UN is given a central role for stewarding the transition
from war to peace, the burden of effective coordination is immense. There is tremendous scope for the UN to better
coordinate its efforts within itself and external partners - as well as to enhance is rapid deployment capacities - by
making maximum use of modern technology and information systems.

5.2 The EU Perspective

In today’s complex and globalised world it is more vital than ever for the European Union to create tools able to meet the
information need in the field of security and environment. The EU is increasingly confronted with the challenge of
international field operations and the need for efficient IT and communications. The EU has perceived a ‘clash’ of crisis
management paradigms in that crisis management can often be configured as ‘normal curve’ military operations
focussing on conflict prevention. As an example of this proliferation, there exists the Joint Situation Centre in the Council,
the DG Relex Crisis Room, Civil Protection alert system, Euratom controls and ECHO. This amply illustrates the
requirement for interoperability, and the EU has identified short-term tools for HQ and the field to handle the immediate
requirements whilst at the same time is investing in the development of medium-term and long-terms tools.

In addition, there is the understanding that Crisis Management can focus on conflict prevention, counter-terrorism
situations and as a generic Common Foreign and Security Policy (CFSP) function. There are different yet similar
technological requirements, such as information software, means of communications and orientation, and critical to
going forward, interoperability.

The EU has introduced the Global Monitoring for Environment and Security (GMES) programme. The development of
GMES was in direct response to growing concern among policy-makers that access to environmental information was
critical to many crisis management situations at regional, national, but also at the global level, such as ‘A Sustainable
Europe for Better World'. One of its key aspects is to assess and identify risk, and then apply mitigation strategies, add
and develop early warning systems. Simulation models are useful and being tested in five places, and can help with
multi-hazard situations. Attempts are being made to integrate into one Geographical Information System, GIS for
servicing the whole community affected. GMES is also related to common defence and security policies, but mainly in
the field of communication and for conflict prevention.

A key aspect of ICT in crisis management is to keep it simple. Technologies have to work across lines and boundaries
that are often not standardised. Complex technologies that cannot communicate with each other can often be more
problematic than basic systems. Planning and preparation in downtime is essential. Communications en route are critical
as well as on the ground. The earlier connectivity can be established the better, and additionally assessment of where
support will come from. Unsophisticated knowledge management tools need to be developed so key people with low ICT
skills but critical information can contribute, this may be through an information broker.

Incident command centres are also critical, to link the right user to the right information to make and implement
decisions. One huge database will not happen, but the interoperability of each one is critical. Security and levels of
access are also of key importance. For this to be successfully achieved, standardisation is key.

5.3 NATO Perspective

The key issue addressing military organisations is the change since the end of the Cold War, and understanding the
complex needs from a civil as well as a military perspective. NATO is still a military organisation but has new
relationships. Clear and significant challenges and opportunities have arisen, not least in the area of interoperability of
IT-systems and C4l. It is critical to speak to non-NATO countries and other organisations in order to prevent conflict and
crisis but to contribute its effective management consistent with international law.
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The new security environment is clearly important and command and control is essential to enable forces from different
countries and from different organisations to work effectively together. Intelligence, surveillance and reconnaissance
(ISR) is needed that really relates to in-depth understanding of the situation or the entity. A high degree of ISR
information sharing among military and civilian organisations is a must.

Interoperability is the ability of alliance forces and, when appropriate, of partner and other nations to train, exercise and
operate effectively together in the execution of an assigned mission and task. It is not simply technology and data but
includes the use of common languages and agreed operational systems. This is not easily achievable in a multi-national
and a multi-cultural environment and requires a significant amount of training, especially in IT. There are a large number
of systems that provide ISR information and various qualified resolutions. Most of these systems are owned by nations
and not by NATO, and many of them are commercial systems. To meet all the needs and requirements of an operation it
is required to employ a mix of systems in a ‘system of systems’ or, better, a federation of systems.

The key is the sharing of information in a particular environment, and the management of those systems where several
stakeholders can deliver their objectives using the same technology and information sharing. This kind of data can be
used now in criminal trials, and should interact with the judicial and NGO community to press for outcomes from human
rights abuses. These interactions are symptomatic of the context of the new global crisis management environment.

Key lessons leaned for NATO are the interoperability and connectivity of ISR information from national sources, and on a
secure basis. Political and sensitive issues must be overcome for the greater efficiency of operational activity.
Information is a matter of trust; not just trust in the people handling it but also trust in the system and processes. The key
is for standards and people to specify the classification levels immediately. The process should be building partnerships
with a core group, demonstrate its effectiveness and convince others of its benefits, not try and convince everyone at the
same time. And the system must be secure. It is important to be inclusive nonetheless, since non-NATO partners are
critical to this kind of success.

5.4 OSCE Perspective

The OSCE allocates about eighty five percent of its resources to field operations, which cover a wide range of activities
including local election support, creation of ombudsmen offices, confidence-building measures, the training of multi-
ethnic policing and border monitoring. These are complex operations that have to be built up within weeks, if not in days,
after the political decision has been taken by participating States. Many field operations are time-limited interventions
that have to be wound down as quickly as they have been started. Flexibility, speed and transparency are hence key for
the work of the OSCE.

In its operations the OSCE works with many partners such as the United Nations, the European Union, NATO, the
Council of Europe, and the International Financial Institutions as well as with international and local civil societies. The
success of their work very much depends on the quality of information and communication with their partners. There are
dangers, and three in particular which affect improving international crisis management through unifying IT systems.

First, it is the administrative and management systems that allow international organisations to mobilise crisis operations.
It is their ability to identify and recruit qualified staff in time, to procure efficiently the equipment needed, to set up
functioning offices, to ensure logistic support, to transfer resources from one operation to the next and to account for
funds and in-kind contributions that make or break a crisis operation.

Second, the risk for any new unified IT-system for crisis management is the fragmentation within the humanitarian and
reconstruction aid communities. UN agencies, bilateral aid agencies, the development banks and the NGO community
have too many overlapping mandates and have too many conflicting interests to allow rational decision-taking —
irrespective of the availability of a common information system. They compete for the same funds, for the same donors
and the same media attention. This is built into the system, as the survival of many of the players will depend on the
market share they are able to secure. Lots of funding attracts also lots of players, all with their own management culture,
their own systems and their own priorities. All this makes coordination impossible. A win-win scenario under these
circumstances is difficult to imagine and if it would happen, it would be the exception rather than the rule.
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Third, the need to build up local capacities in crisis management situations should be prioritised before developing
complex ICT systems that cannot be used in the appropriate environment. More information and research is needed to
properly assess what is needed to restore a stable, secure, sustainable environment for rebuilding societies to prevent
future disasters. The danger of widening the gap between international efforts and local capacity building by expensive
ICT efforts should remain at the forefront of drives in this situation.

It was suggested that building basic administrative systems for failed states such as Afghanistan and putting them onto
IT systems could be a way forward for dealing with crisis situations. This should allow procuring and recruiting while
maintaining basic budgetary controls, and being pre-arranged, such system could provide at least a rudimentary first
administrative local capacity within a relatively short time.

In general however, from an IT perspective the environment is rather fractured. Many factors have contributed to this; the
rapid expansion of OSCE as a whole, geographical spread, the need for rapid deployment, the level of communication
capabilities and services in post war areas as well as the lack of organizational standards and guidelines. Today OSCE
has developed into a menagerie of communications avenues; a patchwork of centralised and decentralised systems,
various hardware platforms, email systems, document management mechanisms and local intranets.

The Secretary General introduced the OSCE Management Agenda to move the OSCE forward. The Management
Agenda presents a comprehensive and coherent approach for reforming resource-management of the OSCE while
defining roles, processes, and accountability. They are also identifying areas for streamlining, elimination, and/or
rationalisation. The management agenda touches upon human resource management, management of OSCE
documents, information and data as well as the improvement of IT/communications. Core to the Management Agenda is
the development and implementation of an Integrated Resource Management (IRMA) System. This system will be
delivered through an integrated IT based platform. It will create a professional, cost efficient, budget based management
structure that will ensure our future operational activities conducted in the most effective and transparent manner. When
linked to strong leadership and clear political direction, IRMA will give the OSCE the capability to respond positively to
new challenges whilst ensuring that all stakeholders can fully understand the resource implications of their aims and
objectives. OSCE needs to focus on its core business, in which IT is an important tool used to enhance accountability
and transparency in OSCE operations. Management has recognised that IT can support integration and simplification
(demystification) of day-to-day processes.

As an example of how commercial ICT and software providers need to work with institutional clients in this field, and vice
versa, OSCE had initial problems with the marketplace when describing their requirements and expectations of a
potential outsourcing partner. The vendors’ concerns focused around:

o the extremely short planning period available to OSCE in response to political mandates
o the legal and logistics issues for operating in post war areas and
o the need for being onsite where neither communication nor networks could be considered reliable.

The bidders asked whether a workshop in one of the OSCE mission could be conducted prior to the bidders providing
their proposals. They wanted to experience the “real environment”.

The OSCE expect this reform, streamlining and process simplification/elimination will create a lot of anxiousness and
uncertainty in the organisation and will need to be supported from external partners. This experience highlights the
issues that multi-million dollar investments must be supported by a business incentive, and that future ITCM building will
need to have a hard commercial edge for appropriate corporate resources to be invested in R&D and application.

OSCE wishes to benefit from best industry practices in the IT market and to be able to use off-the-shelf solutions.
Therefore, both management and the OSCE Permanent Council are aware of the need to make decisions on an ad-hoc
basis. This is necessary to avoid OSCE specific or customised solutions of commercial packages and to improve the
way the organisation is conducting its business instead.
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5.5 Vendor perspectives
5.5.1  IBM and The Role of Technology in Global Disasters

Experience is the best teacher in the use of IT in crisis situations. The major ICT corporations used to give out cheques
before they realised it often ended up in the wrong hands and nothing got to the victims. Therefore the crisis response
team was formed with a remit to go directly into situations, no matter how bad, and help directly with particular skill sets.
Different disasters require different responses:

e Earthquakes in Turkey: mainly medical challenges which required a complex and timely emergency supply
chain and identification methodologies.

e Volcano in Ecuador: geophysical constraints, characterised by difficulties with evacuation and medical help at
high altitude in mountainous terrain.

e Earthquake in El Salvador: here the issue was financial — the budget for emergency agency was $50,000 per
annum.

e India: massive devastation in Gujarat, cities completely flattened. Total annihilation leaving no infrastructure at
all.

When responding to crises all the issues have to be addressed - the political, environmental, social and economic
impact of disasters. Cultural awareness and understanding are key to the delivery capability, particularly when
communication issues can be of the highest priority and essential to successful disaster recovery. Mostly the technology
used in these situations is very low tech — occasional faxes but mostly handwritten notes passed around, and the system
has to be able to incorporate whichever communications system works best — very little or no time for training. Timing is
critical, with expired drugs and food being one of the worst problems.

How can technology help? It should provide access to critical, real-time decision-making information — getting
information to people in a timely manner to save lives, limit damage and accelerate recovery. It should facilitate sharing
of information and communication amongst multiple organisations and agencies. It should identify and reduce redundant
efforts quickly. There are many examples of duplicate efforts going on in parallel, usually with the best of intentions. It is
often required to develop manual systems in the first instance — simpler is better in most cases, especially in real-time
situations. It should be recognised that nothing can be relied upon to work in pre-emergency situations — what if there is
no power, no Internet and so on. If there is power and water and other supplies, it may be possible to use ICT butin a
non-connected manner.

The use of a unified command and control system, and a unified incident command system, is critical. This should apply
in both military and civilian circumstances and needs to be incorporated into the design of any system. A methodology of
managing disasters would also be a useful output into which ICT can be built. It should be able to manage small and
large events, and when ICT is deployed, teams of programmers in the field are also of great use to adapt systems on
location to support networks. Any ICT developed must be flexible. It must have the ability to adapt, and to add and
subtract components. Handheld communications devices, if they work in the context, are ideal. The key lesson learnt is
to not overbuild the system — build it for the requirements to recover in an accelerated manner by designing an
implemented targeted real-time decision support system to supply information.

Also of high priority in decision making and building systems is to leave a sustainable system in place so the local
community can continue to service the requirements of the disaster, most of which last for months or years — and in
many cases recur. The use of training is highly recommended to ensure systems function in local languages and simple
programmes using mostly point and click user interface design.
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5.5.2  ITCM project’s implementation of a C4l system

The ITCM project aims to enhance the interoperability of ICT-systems between organisations involved in crisis response,
humanitarian emergencies and peace support operations. A common distributed C4l (Consultation, Command, Control,
Communications, and Intelligence) system will support advanced planning and cooperative execution of tasks and rapid,
secure and reliable exchange of information between peacekeeping forces and international organisations involved in
the operations.

The Information Technology and Crisis Management (ITCM) programme is a joint venture of Tampere University, The
Finnish Defence Forces, Ministry of Defence of Finland, Ministry for Foreign Affairs of Finland, and Crisis Management
Initiative. The Information Technology and Crisis Management programme will develop and deploy a decision-making
support and knowledge management system for crisis response and peace support operations in cooperation with crisis
management organisations. The product will unify information and communications technology system interfaces used in
a field operation into a single, standardised entity. The system will be based on open, commercially available
components.

The ITCM system aims to enhance security and efficiency of the field operations. Therefore all communications within
the system are encrypted and access to different functions and data can be flexibly controlled. An enhanced document
management system will build institutional memory in side organisations and in the whole operation. The project will
emphasize increased situation awareness and better flow of information. Information sharing enables more effective use
of resources and enhanced management of overall operations. This may eventually lead to a shortened need for
international presence in the crisis area implying significant cost-savings.

The programme is divided into four tracks: 1) System Development, 2) Turnkey Delivery Capability, 3) International
Dialogue and 4) Research. System development is a core part of the programme. Commercially available products such
as document management applications will be integrated into a single component based standardised information
system. The integration will be based on the Object Management Group (OMG) C4l standards. The system development
started in the beginning of 2002 and is proceeding according to schedule. A fully functional and tested system will be
demonstrated within the Nordic Peace and Co-operative Knowledge Partnership for Peace (PfP) exercises in September
2003 in Finland.

The importance of a turnkey delivery capability has become clear during initial discussions with crisis management
organisations. The prospective clients for the system should be able to order an up-and-running system with
comprehensive support, training and maintenance services from one place. During the year 2002 the partners in the
ITCM program have started the planning of the organisational structure and business processes of the ITCM company.
Currently the ITCM programme is conducting a feasibility study on setting up an international telecommunications
operator that could provide a communication and data transmission infrastructure on the crisis area from day one.

6 Conclusions and recommendations

The discussions on the current crisis management environment highlighted the increasing challenges for crisis response
and management created by intrastate conflicts and supranational new security threats, such as terrorism and organised
crime. Many of the requirements for interoperability, information sharing and co-operation stem from this new multi-
institutional setting.

While the orientation of the participants in the seminar was towards international crises as found in the Balkans and
Afghanistan, the issues addressed, the conclusions arrived at, and the recommendations made are equally applicable at
all levels: local, national, regional, international and all organisational types. This includes police departments, fire
departments/brigades, emergency medical providers, and others as well as international humanitarian relief
organisations and military organisations involved in crisis management operations. However, there should be a
recognition of the differences in scale and response times required, which tend to be inversely proportional.

Modern peace operations and crisis management operations can be extremely difficult in military technical terms. They

differ from traditional uses of armed forces or traditional types of intervention. The management and the style of the
intervention must have some logical connection to the type of peace desired afterwards. Operations cannot be
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conducted with complete disregard for human rights if the post-crisis peace is to be based on a foundation of respect for
human rights.

The main organisations involved, UN, NATO, EU, OSCE and local and national governments are currently not using IT
appropriately in their everyday functions. Despite rapid developments in IT and communications in recent years the
potential of ICT remains largely untapped and under-utilised in crisis management. Where technology is utilised it tends
to be done without coordination with partner organisations. Large bureaucratic institutions can be amongst the least well-
equipped organisations in the world for correctly assessing what the private sector can offer.

The diversity of organisations, NGOs and other independent actors can also lead to misunderstanding desired
outcomes, especially in stressful and challenging environments. A clear definition of objectives and division of labour
between organisations in the field would allow the best use of ICT. Several participants stressed the need to have some
kind of “pre-planning framework” in which these issues are addressed.

Consensus on the need to define technical requirements according to needs of the different crisis environments was
achieved. In order to satisfactorily design ICT capabilities to support responses to crises scenarios, it will be necessary
to identify who is doing what to whom, and why. Only once this has been established can the architecture be conceived
to support these information processes.

It was noted that it is better to start from information sharing instead of coordination. In nearly every international
emergency, information assets must be shared between partners in crisis response. Examples of failed cooperation
caused not by national or personal considerations, but by IT systems failure, are rife in crisis response settings, from lack
of supply-chain integration for parts replacement between KFOR forces to failed intelligence communications between
allied forces.

Participants had the common view that the final objectives in peace support operations and in crisis management are to
restore and enhance local capacities and build sustainable and democratic societies. ICT used in international field
operations could be transferred to the local authorities of the host country. The use of information technology is a feature
of all societies, and a peaceful, modern, open and democratic society certainly should include constructive use of the
potential of ICT both by the government and by civil society for the process of construction as part of good governance.

It is impossible to automate ad hoc processes. Political leadership and proper management processes need to be put in
place in the organisations before ICT can bring added value. Organisations have to understand their business, put down
on paper what their business processes are, and look at the environment in which they are going to be using
automation. Only then can organisations look at the tools that are available and how they might best use them.

Business processes are similar across organisations working in the international environment. Real time connection
between sources of supply information, whether it is military or crisis response or inventorial parts from automobile
manufacturers, are in essence the same thing. They face the same type of real time information flow problems that are
faced by the stakeholder organisations. Business processes can be implemented even if the intent of the organisation is
different. Once processes are shared, standards for ICT can be shared and it can be expected that vendors will also
participate once they see markets in more than one organisation to develop software and hardware communication
solutions that they can sell.

The seminar was seen as a first step in building dialogue between crisis response organisations and ICT vendors. The
establishment of the Advisory Team was seen as a means of institutionalising this network and to get the right people
together. It was proposed to include the WGET in the advisory body in order to ensure that the lessons leared in
emergency telecommunications would be included in the future work.

The following recommendations were made:

e There is a need for a framework document defining norms for ICT interoperability in crisis management
situations. This would need to include conceptual definitions of generic requirements.
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There is a need for a thorough assessment of multi-institutional requirements for critical information and
communications needs, particularly at the deep field level, on who needs to communicate what to whom, and
why. A methodology is required to structure prioritised communications needs.

Once communications/information needs have been identified at operational and strategic levels, these
requirements need to be articulated at the key points of commercial and institutional interface. This in turn
should lead to more structured dialogue between ICT vendors and users in advancing ICT’s contribution to the
management of crisis situations.

Standards for ICT use in crisis management environments must build on existing work in other standardisation
contexts.

Crises are often the consequence of the failure of systems of governance and representation and natural
disasters. The resolution of a crisis often lies in restoring domestic governance capacity. This may include the
capacity to organise elections or the ability to deliver humanitarian aid in the event of a natural disaster. The
implementation of ICT solutions to crisis management situations should be inclusive in their design to enable a
transfer of governance capacities to domestic authorities, delivering a governance and sustainability dividend.

Thus far contributions to C4l have been confined mainly to the military. For effective ICT interoperability and the
convergence of civilian stakeholder requirements there must be greater civilian inputs and participation.

Civilian - Military interface must equally accommodate the immediate needs with the long-terms needs of
sustainability and avoidance of repeat crisis situations.
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ANNEX
Report from the Workshops
Workshop 2: Civil-military interface and exchange of information in the field

The objective of the workshop was to discuss how civilian and military organisations’ working cultures differ and how
ICT-systems tailored to crisis management can improve and facilitate their day-to-day co-operation, information sharing
and coordination. One of the key issues was to define when and how that divide between military and civilian
organisations needs to be crossed. The workshop identified key requirements for a common IT-system and the potential
benefits of such decision-making and knowledge management products in operational environments requiring joint
military-civilian co-operation.

Because of the interdependence of the military and civilian organisations engaged in emergencies and peace
operations, information sharing was deemed vital for achieving successful results. Information sharing can enhance
operational efficiencies, thereby saving lives and resources. It was noted that military organisations are still
unaccustomed to exchanging information with international organisations and NGOs, and vice versa. The group
identified the problems of battles and rivalry between various organisations and the cultural gap that exists. There is a lot
of room and possibilities on convergence in this area, particularly when it comes to safety and security, which are issues
of fundamental, mutual concern that all the organisations in the field share. Therefore, security should be a common
denominator for information sharing.

Information security was another key issue discussed. How to validate the accuracy of the information, on the one hand,
and ensure its security, on the other? The military, might worry that civilians are less rigorous about information integrity,
both protecting it and ensuring its accuracy. Classifications should not be an obstacle to information sharing but the
reality has to be accepted. However, the workshop noted that actually a lot of information available is not classified and
could be shared. It was noted that at the local level in the field the information sharing is much easier than trying to
implicate the headquarter level or operational information sharing. In the beginning of a field operation the common
interface that is needed is information exchange rather than co-operation. There should also be a distinction made
between content, security-level etc. That leads to the need of certain standardisations in that field of information
exchange.

Because of the complexity of the multi-institutional operations, a concept for co-operation and information sharing is
needed to overcome the ad hoc nature of attempts to share information. The concept should be based on questions
such as how integrated operations can work, in what kind of fashion, and what kind of information could be shared.
Building trust is an important prerequisite for getting a more systematic approach of information exchange and involving
various actors in the field.

Understanding how the various organisations operate in the field is an important result of information sharing. It was
recommended to increase joint civil-military pre-mission exercises and training. If there is no preparation before going
into the field, civil-military relations are already strained but also any kind of information sharing becomes very difficult.
There already exists training modules which could be used. The EU has recently undertaken a number of exercises in
the field of crisis management. They have brought in interagency co-operation and cross-stakeholder participation from
actors such as the police, the military, the EU, the UN and humanitarian agencies. This could in the future be an
important preparation for going into a complex emergency.

It was recommended to develop a kind of plug-and-play arrangement/system, which would allow interoperability between
civilian organisations and military when needed but would not be automatic. Missions cannot be precisely planned and it
is impossible to foresee what will happen but the plug-and-play system may help to be prepared for different emerging
situations. This leads to standardisation requirements. Furthermore, it was suggested to the military to create a kind of
parallel information system, which would be public or at least open to partners in a complex emergency situation.

It was concluded that it is important not to ignore the models, best practises and standards for information sharing that

exist today. One standard is the Oslo Guidelines for natural disaster contingencies. There also exists draft guidelines on
civil-military relations in peace operations including lessons learned practises published by NATO and the EAPC, the
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Euro-Atlantic Partnership Council in the year 2000. It was pointed out that it should not be forgotten that there are
already certain languages and software, which exist in the field, which is accepted by the UN, particularly for identifying
land mines. It was suggested to take stock of a number of standards, which exist in the field of civil-military relations to
facilitate the development of information-sharing mechanisms that support advance planning and coordinated
implementation.

Discussion Points Made

e Linux is a possible key to future interoperability developments, and so systems are not dependent on one

manufacturer.

e Local level cooperation rather than headquarter level should be encouraged and studied further on a practical
basis.

e Testing on unclassified information initially would give system interoperability scenarios a better chance of
success

e Plug-and-play, commercially-available systems should be examined for information sharing rather than
designing brand new systems

e The need for ICT specialists to observe discussions and live situations involving civil and military actors.

e There is a danger of automating something that has yet to be defined; there is a clear need to look at the
processes and requirements, and look at the concept again for consensus on definition.

o Possibility of forming working groups in specific areas of ICT (emergency telecoms, internet, GIS technology)
sponsored by particular organisations; this raises the further question of suitable fora for future discussions.
Some of these fora already exist, and should be built on.

¢ The key aspect of determining what different organisations are trying to achieve, and then and only then placing
ICT in that context — and should be examined in the same context as businesses when assessing ICT
requirements.

e A full assessment of existing best practice in the field should be made. The British Government has already
done this to some extent at www.itil.org.uk

e There is a clear need to make headway in the sharing of maps. There is of course a number of systems, GIS
and others which could be used specifically also with regard to common situational awareness and land-mind
fields.

e The necessity of having results driven, practical outcomes of this conference which should incorporate a
fundamental aspect and the very first priority of operations — safety — and another which should address
logistics, involving data communications internally as well as interoperability requirements.

Workshop 3: Supporting management change in international organisations with ICT

The objective of this workshop was to examine best practices and common obstacles related to the adoption of
information and communication technology in international organisations. Again the difficulty of bringing together
different communities and backgrounds was expressed. The workshop was asked to propose practical guidelines as to
how ICT systems could and realistically should, be deployed more successfully in the future.

The first issue was the importance of organisational management with understanding for the introduction and changing
systems. The group concluded that these definitions were critical in defining requirements well before ICT was
introduced. It was important then taking in the account the field needs in the context of objectives. It is critical to see how
they relate to the objectives of the system. It is important to make sure that you make use of existing investment, and a
need to respect the necessary independence of different groups providing and using ICT. It is vital to enable the
distribution of responsibilities within the organisations, but without excessive centralisation. But the most important issue
was to define the information to be shared and the purposes, a simple global statement that you need to operate. It's not
adequate to provide effective definition of systems.

The second issue was to identify who needed to be involved. It's clearly important to involve the management of

organisations to have an organisational architect who has an overview of what is required and then involve the users.
But there was a need to look for specific well-established standards, which is not very difficult to identify, but they
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possibly would be in specific information exchange standards that relate to the kind of information that these
organisations are concerned with.

The workshop also looked at the issue of outsourcing and the feeling here was that there was some very clear
advantages in this in particular area because of the difficulty in maintaining the adequate skills within the kind of
organisations we are talking about. The main point in outsourcing is in maintaining the adequate technical skills. But this
kind of outsourcing does place a premium on clear understanding shared between the organisation and the provider of
outsourcing on the nature of this system and the roles they play within the organisation. So outsourcing needs to be
looked at on a case-by-case basis.

And finally the group looked briefly at the issue of security. It was noted that there is a need here again for clear
objectives for what it is you're protecting and why you're protecting it. And so clearly there is a need to balance the
requirements of the individual with the need to share information within the organisations.

Workshop 4: Preconditions for the adoption of common ICT systems on international organisations'
field operations

The objective of the workshop was to identify a list of preconditions that are needed for the adoption of a more integrated
ICT system for a certain mission area. The workshop also aimed to identify the key drivers for, and obstacles of crisis
management organisations, when adopting interoperable ICT systems, and how these key concerns could be translated
into system requirements.

It was difficult to find mutual ground among the very heterogenious group, but there were some limited conclusions. The
conclusions focused on the difficulties in defining the international community’s requirements in a fashion that is
manageable and workable for the development of a technical framework or standardisation model.

The operational priorities should be defined by the field organisations themselves. All crisis situations are different and
no technical solution should be architecturally overly prescriptive. A framework within which all stakeholders are able to
define their requirements and to find a common operational framework for information technology is required.

Security was seen as the number one driver for a more integrated ICT system. The order of priority is to first have the
voice and other communications mechanisms deliverable in the field. The second priority for the field organisations is
logistics - providing the facility to be able to operate so what one actually needs essentially to operate.

Needs analysis should be conducted on a number of case studies to identify a methodology for operational needs
identification. This will need to be inter-operable with the policy structures that also vary with each individual crisis
management circumstance but to a much lesser degree.

In conclusion, the Chair noted that there was after the conference an understanding of the requirements and
communication amongst the stakeholders that meant real progress had been made, particularly in the area of civil-
military interface for delivering mutual objectives. The real aim is to have an impact on real life situations. The values
here are shared, and there is a real need for management solutions for practical aspects of the problems. A great deal
more effort needs to be put into planning, training and preparation by the different actors. It was encouraging to see
interface between operations people and technology providers. The cultural divide, which exists, can be overcome if
there both sides know what they want and what they can offer. Their objectives will remain different, but can be
complimentary in seeking optimal and mutually reinforcing outcomes.
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ANNEX II

19.00

09.30

10.30

10.45

12.30

13.30

Seminar on Crisis Management and Information Technology
Helsinki, 29 September — 1 October 2002
At Hotel Strand Inter-Continental

Co-organised by
Crisis Management Initiative and Object Management Group

Agenda
Sunday 29 September 2002

Inaugural dinner in Hotel Strand Inter-Continental
Speech by Mr. Jan-Erik Enestam, Minister of Defence, Minister for Nordic Cooperation and Matters Relating
to Neighbouring Areas

Monday, September 30, 2002
Registration

Welcoming address:
Mr. Jaakko Laajava, Under-Secretary of State, Ministry for Foreign Affairs of Finland

First session: “International organisations and the new challenges in crisis Management”
Chairs: President Martti Ahtisaari, Crisis Management Initiative
Dr. Richard Soley, Object Management Group

Keynote address: “Co-operation between the UN and regional organisations in modern crisis
management operations”
Mr. Cedric Thornberry, Former Assistant Secretary-General of the UN

Panel Discussion:
“EU’s challenge to guarantee civil military coordination in its future field operations”
General Gustaf Hagglund, Chairman, European Union Military Committee

“Supporting peace in new kind of conflicts”
Mr. Luiz Da Costa, Principal Officer, Office of the Under-Secretary-General for Peacekeeping Operations, UN

“NATO and crisis management”
Ambassador Robert Serry, Director of Crisis Management and Operations, NATO

“European Commission’s role in bringing technology to support crisis management”
Mr. Lars-Erik Lundin, Head of Security Policy Unit, European Commission

“Need for civilian capability in modern crisis management”

Mr. Michael von der Schulenburg, Director of Management and Finance, Organization for Security and Co-
operation in Europe (OSCE)

Lunch

Second Session: “Enhancing the international field operations”

Chair: Mr. Michael Matthiessen, Director, Civilian Crisis Management, General Secretariat,
Council of the EU
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15.00

15.30

19.15

20.00-

22.30

Keynote address: “Decalibrating the international community’s presence in Bosnia-Herzegovina”
Dr. Nicholas Whyte, Balkans Program Director, International Crisis Group

Statements
“Using Commercial Technology in Crisis Management, Case: Finnish Battalion CIS-system in KFOR”
Admiral Juhani Kaskeala, Chief of Defence, Finnish Defence Forces

“Telecommunications and Emergencies”
Mr. Hans Zimmermann, Senior Humanitarian Affairs Officer, Office for the Coordination of Humanitarian
Affairs (OCHA)

“Property Law Implementation Plan in BiH”
Mr. David Stewart Howitt, London School of Economics

“Afghanistan: Feeding 10 million people where there are no telephones”
Mr. Peter Casier, Director, UN World Food Programme

Coffee Break

Third Session: “Information technology as a tool in crisis management and information
management”

Chair: Mr. Eduardo Blinder, Director, Department of Management, Information Technology Services
Division, United Nations Secretariat

Keynote address: “The Role of Technology in Global Disasters”
Mr. Brent H. Woodworth, Manager of IBM’s Worldwide Crisis Response Team

Statements

“Use of geographical information systems and satellite data in evaluating the impact and spreading of
crisis and catastrophes”

Mr. Guy Weets, Head of Sector “Risks and Crisis Management”, DG Information Society, European
Commission

“Using information systems in national emergency situations “
Mr. Sheldon C. Sutton, MITRE

“Sharing of Intelligence, Surveillance and Reconnaissance Information in Multiorganisational
Operations”
Dr. Gert Retzer, Director, NATO Consultation, Command, and Control Agency

“Reform of the Information Management System in the OSCE”
Mr. Anders Norsker, Head of IT services, OSCE

“ITCM - a step towards integrated IT-system for crisis management field operations”
Mr. Kari Laitinen, Project Manager, ITCM

Transportation by boat m/s Chapman to Suomenlinna. The boat leaves from the dock in front of Hotel
Strand Inter-Continental.

Dinner, Panimoravintola, Suomenlinna
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Tuesday, October 1, 2002

09.00 Fourth session: Workshops:
Introduced by Ms. Alyson Bailes, Director, SIPRI

Workshop 1:

Workshop 2:

Workshop 3:

Workshop 4:

Political leadership of an operation: lessons learned
Chair: President Martti Ahtisaari

Civil-military interface and exchange of information in the field
Chair: Professor Fred Tanner, Deputy Director, Geneva Centre for Security Policy

Supporting management change in international organisations with IT
Chair: Mr. Michael von der Schulenburg, Director of Management and Finance, OSCE

Preconditions for adoption of a common IT system in international organisations’ field operations
Chair: Mr. David Stewart Howitt, London School of Economics

11.00 Plenary Session:
Report from the workshops

12.00 Concluding remarks:
President Martti Ahtisaari
Dr. Richard Soley

12.30 Lunch

15.00 Executive Advisory Symposium with OMG BoD
(Afternoon Session by invitation only)
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ANNEX IV
Report of the Consultative meeting of the Crisis Response
Executive Advisory Team for the ITCM Project and the OMG C41 Task Force
Helsinki, 1 October 2002

The consultative meeting was convened from the invitation of President Martti Ahtisaari and Dr. Richard Soley,
CEO and Chairman of the OMG. The meeting was organised to explore the feasibility and the interest of invited
international organisations (see the list of participants attached) in establishing and joining the Crisis Response
Executive Advisory Team (CREATE) for the Information Technology and Crisis Management- Project (ITCM) and
the Object Management Group C4l Domain Task Force (OMG C4l). The meeting was held immediately after the
completion of the OMG Board of Directors meeting with OMG’s Board in attendance as a direct display of support
for the concept and execution of the formation of the CREATE group.

Objective

Dr. Soley opened the meeting noting that the objective of the proposed Executive Advisory Team would be the
development of a more structured co-operation between international organisations and ICT-vendors. The Team
would foster both the ITCM programme and OMG’s C4l Task Force and ensure that needs and priorities are set
correctly for both bodies. Dr. Soley referred to the conclusions of the Crisis Management and Information
Technology seminar and noted that business processes are very similar across governmental and inter-
governmental organisations, as well as other ICT end user organisations. When organisations do share processes
they can actually share standards for ICT. When the vendors see that the market is large enough they are likely to
develop software and hardware for communication solutions. This keeps the price of the ICT down and makes it a
valuable marketplace for vendors. The Executive Advisory Team would give the political and commercial weight
and momentum to this process.

Work and future plans of the OMG C4l DTF

Mr. Brian Wood presented the work and future plans of the OMG C4l DTF. The Object Management Group (OMG)
is an open-membership, not-for-profit consortium that produces and maintains computer industry specifications for
interoperable enterprise applications and the tools to develop them. OMG C4l (Consultation, Command, Control,
Communications, and Intelligence) Domain Task Force works for the enhancement of collaboration and critical
information sharing among multi-national and non-government organizations operating in response to crisis
situations through the adoption of consensus-based interoperability standards. OMG C4l is also promoting the
creation of the International Partnership for Collaborative Operations (IPCO) initiative, to allow, encourage and
direct joint international prototype research & development (ITCM is in fact an example of a national body already
carrying out IPCO-style prototype development).

ITCM-project's work plan and timetable

President Ahtisaari briefly presented the ITCM-project's work plan and timetable. The objective of the ITCM
programme is to develop a decision-making support and knowledge management system tailored for the use of
international crisis management missions. The ITCM product will unify information and communications
technology (ICT) systems used in the field operation into a single, standardised solution. The system will be based
on open, commercially available components. ITCM-project is a Finnish national laboratory for implementing
agreed OMG C4l standards, along the lines of the envisaged IPCO program.

The ITCM programme comprises of a four main tracks: 1) Systems Development, 2) International Dialogue, 3)
Turn-Key Delivery Capability, and 4) Research. The technological development is proceeding as planned. Based
on an ethnographic study in Kosovo an initial system design and functional specification was developed during the
latter part of 2001. The first prototype covering the Intranet services was completed in July 2002. The rest of the
system, including the communication, command, and control services, will be developed during the remainder of
2002, and first part of 2003.

The objective is to have full delivery capability for the system, support services, and customer organisation in
place during 2004. The importance of a turnkey delivery capability has become clear during initial discussions with
crisis management organisations. The ITCM programme is studying ways and prerequisites for setting up an
international crisis management telecom operator that could set up and run a dedicated wireless telecom network
in the crisis area.
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The programme is supported by field research to make sure that the solutions are relevant for the end users.
ITCM is working together with the London School of Economics on a research project on the operational
requirements, deployability and added value of the ITCM in different crisis environments.

Discussion on the terms of reference for the Executive Advisory Team

Dr. Soley presented the concept paper for the terms of reference for the Executive Advisory Team. The Team
would give the input of international organisations to the development of the ITCM-system and to the work of the
C41 DTF to ensure that they remain relevant that their priorities are set properly. Among other things the Team
would advise on strategic vision for the coming years in developing ICT-systems and standards for crisis
response. It would also create a forum to communicate the developments and changes in the needs and
requirements of the crisis response and management organisations regarding the information and
communications technology they use to vendors to help them to deliver interoperability solutions and standards
suited to modern crisis management. Furthermore, the Team would advice in areas for research and
standardisation.

In the discussion on the draft it was noted the need to amend the first paragraph of the draft with direct reference
to communications specialists and communications technology. The draft should also recognize more clearly the
role of the humanitarian organisations in crisis response. It was noted that the language used in the C4l Domain
Task Force is heavily influenced by the military language. Mr. Wood noted that this is due to the fact that so far
only military organisations have actively engaged themselves in the work of the Domain Task Force. One aim of
the Executive Advisory Team is to get the civilian and humanitarian organisations involved and make sure that the
vendors understand their requirements. It was pointed out that the responsibility of the Team to advice the ITCM
and OMG C4l DTF in funding their operations should not endanger the tendering processes of international
organisations.

Conclusions

The United Nations Department for Peacekeeping, the United Nations Secretariat, the Organization for Security
and Co-operation in Europe (OSCE), NATO, the NATO C3A and the London School of Economics announced
their willingness to join the Executive Advisory Team. The European Commission and the Office for the
Coordination of Humanitarian Affairs (OCHA) representatives will recommend the joining to their organisations.

President Ahtisaari proposed to have the first meeting of the Executive Advisory Team in March or April in New
York City. His office will circulate the revised draft terms of reference to all participants of the consultative meeting.
Both the ITCM and OMG Board will elect three representatives for the Executive Advisory Team. ITCM and C4l
Task Force members will attend the meetings ex officio. It was proposed to have the second meeting of the Team
in the context of the demonstration of the ITCM system that will take place within the Co-operative Knowledge
2003 and Nordic Peace 2003 exercises in September 2003 in Finland.
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ANNEXV
CREATE

Crisis Response Executive Advisory Team
for the ITCM Project and the OMG C4l Task Force

Objective

The purpose of the Crisis Response Executive Advisory Team, in support of the Information Technology and
Crisis Management (ITCM) Project and the Object Management Group’s C4l Domain Task Force (OMG C4l), is to
establish a more structured co-operation between international organisations and information and communication
technology vendors in order to deliver interoperability solutions and standards suited to humanitarian emergencies
and modern crisis response and management.

Composition

The Executive Advisory Team shall comprise:
o Three representatives of the Executive Board of the ITCM Project
e  Three representatives of the OMG Board of Directors
o Representatives of major international organisations working in crisis response & management and
humanitarian emergencies, and foundations & research institutes

The intent is for the Executive Advisory Team to represent a worldwide constituency with participation from all
geographic regions of the world. The Executive Advisory Team shall elect its Chair amongst its members.

The Executive Advisory Team is open for new members. The Executive Advisory Team shall adopt its own criteria
and procedures for admission and exclusion of its members as necessary.

Operations

The ongoing secretariat for operations (meetings, notices, minutes, etc.) of the Executive Advisory Team shall be
managed jointly by ITCM and OMG. The Executive Advisory Team shall normally convene at least once a year at
the invitation of its Chair. Invitations to Executive Advisory Team meetings shall be dispatched by the operations
secretariat at least one month in advance communicating the proposed agenda. Meeting participation costs shall
be borne by the participants.

Responsibilities

The Executive Advisory Team shall serve as a consultative body and shall assist the ITCM Project and the OMG
in the implementation of their duties. In particular, the Executive Advisory Team shall have the following
responsibilities:

o Advise on strategic vision for the coming years in developing ICT-systems and standards for crisis
response and management

o  Communicate the developments and changes in the needs and requirements of the humanitarian
organisations and crisis response and management organisations regarding the ICT they use

e  Recommend areas for further research to support the development and deployment of the ITCM-system
and related international research programs

e Recommend areas and priorities for fruitful future standardisation for OMG C4l

e  Periodically evaluate the continued relevance of OMG C4l and ITCM-project

e  Support ITCM and OMG C4l in their promulgation of ICT research results and standards.
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